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Introduction

 The idea for this talk arose when | was invited to submit a
paper to the SIIT2009* conference.

e SIIT means *Standardization and Innovation in Information
Technology

» | decided to consider a set of projects undertaken by students,
faculty and industry in the IIT VoIP Research Lab and discuss
the relationship between these projects and efforts to
standardize and specify the applications and services
collectively referred to as Voice over IP (VoIP).
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Observations

The source of a number of our recent projects has been one
or another of the Industry for a — SIP Forum, IMS/NGN
Forum, NENA among them.

The projects reflect the need for another layer of specification

The basic signaling and media protocols along with
supporting protocols that enable security, authentication and
similar services are already available.

Test plans, test cases and test labs; operations and support
programs; the scalable architectures; reliability and
performance criteria; Emergency and human services
applications all still need further development.
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Observations

 In the days of the monopoly telephone service
provider, all these functions were undertaken and
funded by that service provider.

« Today, these functions and services are being
developed in a distributed environment.

» University labs can play a useful role in forwarding
these efforts.
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The IIT VolP Research Lab

The IIT VolP Research Lab was founded in 2004 to support
the teaching of basic VolP Protocols and architectures.

The lab was represented on the Internet by its web site, and
soon was approached by engineers and entrepreneurs in the
telecommunications industry who were eager to associate
themselves with a university lab. They hoped to leverage the
knowledge of the students and faculty in development and
testing projects of their own.
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The projects

The sources of project proposals were diverse and their
objectives varied:

Feasibility study into whether a wireless mesh network could
support a SIP-based VolIP telephone service

Study of the performance cost of using various security
methods on SIP-based VolP services.

Development of an application that uses VolP to support
telephone services for the hearing impaired.

Many small start-up companies requested development
projects as well.
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Criteria for selecting projects

The lab accepted those projects that had educational value
and broad applicability.

In many cases, the work that was proposed implied a need
for VolP standards, specifications, recommendations and
“best practices.”

Several examples are provided. They were chosen to
illustrate different types of projects classified as to the
(1)subject of inquiry, (2)lab activity they involved, and (3)
state of relevant standards .
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Standards in a changing world

The Electronic Data Communications revolution is
comparable to the Industrial revolution. It impacts and
changes all aspects of society

We are participants as well as observers of this revolution

We are evolving the new structures that will support the new
organization of well know and new services
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Voice over IP

VolIP is the name given to one of the services which is in the
process of being transformed.

VoIP treats telephone service is an application running on
top of an IP-based inter-network.

VoIP refers to the dynamic creation, modification and deletion
of streams of media and other forms of content, such as
white board applications, text and images, using networks
that employ the Internet Protocol (IP) for their network layer
rather than relying on a network optimized specifically for the
switching of bearer channels by means of a signaling overlay.

Besides replicating traditional services such as centrex
(hosted services) and PBX's, VolP extends telephone
services to include audio-video calls and conferences, Instant
Message and Presence-based services.
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VolIP Services
VoIP protocols do not define VolP services

The IETF specifies application layer protocols that can be
used to create these and other VolIP services.

These application layer protocols include SIP, MGCP,
MEGACO, RTP and SDP.

But these signaling and media protocols do not specify VoIP
service.

They define tool kits for the creation of VoIP services.
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VolIP Services
IETF is not a VoIP standards Body

Session Initiation Protocol (SIP) is one of the most widely
used of these protocols.

IETF currently has over one hundred SIP-related
specifications and drafts.

“A Hitchhiker's Guide to SIP”, RFC 5411, is an effort to
catalog these.

This large number and range of SIP-related RFCs and drafts
reflects the fact that some expect the IETF to fill in the
missing specifications for IP telephony services.
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VolIP Services
IETF is not a VoIP standards Body

But the IETF’s focus is on the Internet, internetworking, and
the applications that support and enhance the functions of
internetworks.

It is not the environment in which the service providers and
solutions vendors will find the standards and requirements
they need to support and expand their service offerings and
to enable IP Telephony and VolP to become the primary
mode of telephone service delivery.
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VoIP Services
VoIP service does not have a single standards body

VoIP services do not have a standards body of their own. No
organization has taken ownership of the specification project.

Fortunately, a lack of VolP service standards and
specifications is not preventing the development of VolP and
IP telephony services.

Such services range in scope from PSTN replacement to
web-based ‘mashups’ that integrate business processes,
presence and streaming media.
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Decentralization and deconstruction
Decentralized functions - Decentralized standards

We are in the period of innovation, invention and
development and the rules, methods and processes that will
enable global deployment and interoperability are also
evolving.

One trend is the development of proprietary “islands” of VoIP.
Skype is one example. It uses a proprietary protocol and to
use its services one must download its software and join its
community.

Some maintain that this is the direction that
telecommunications services will follow.
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Decentralization and deconstruction
Decentralized functions - Decentralized standards
But there are other forces pushing to build bridges connecting
the islands.
Neither force is ‘bad’ or ‘wrong’ — any more than gravity is
bad or wrong — even when it causes us to fall!

The need for a common and concerted effort to provide
emergency services over IP networks is one example of a
“Bridging” force.

The recent emergence of add-ons to the Asterisk Open
Source IP PBX that allow it to interoperate with Skype is the
result of a different type of “bridging” force.
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Projects and Standards

* We now consider some of the VoIP lab projects and their
implications for the development of VOIP standards.
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Case 1: SIP Service Interoperability Project
A common set of IP Telephony features and functions

Subject of Investigation: Standards development
Lab Activity: Testing — interoperability
State of standards: None identified

The industry sponsor of the project was a Nokia systems
engineer who had difficulty convincing enterprises and
organizations to adopt VolIP services

These organizations want the telephone features, such as
call forwarding and three-way calling to work consistently and
also want to be able to use product from different vendors.
Lacking a standard definition of these services and a
standard method for instantiating them, many would not
make the transition.
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Case 1: SIP Service Interoperability Project
A common set of IP Telephony features and functions

» We created a database of information related to a set of SIP
Functional Elements, identifying the headers and
parameters that they employ, the values assigned to them
and the impact of these on their ability to work together to
implement basic telephone service functions and features.

 Using this database, we are developing a set of _
recommendations for SIP methods, headers and extensions
and their values, the use of which will ensure interoperability.

» The SIP Forum and its members, plan to partner with the lab
in developing this recommendation. The goal is to develop
a recommendation comparable to the SIPConnect
Recommendation for the implementation of SIP Trunks
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Case 2: Authentication and Authorization
Standards based AAA to support SIP peering

Subject of Investigation: VolP Call Identity-related Security
Lab Activity: Installation and Development
State of standards: Standard exists

The Internet makes it easy to hide or alter the identity of a
calling party. Service providers as well as the end users need
protection from the fraudulent use of the network and user
Identities. RFC 4474, Enhancements for Authenticated
Identity Management in the Session Initiation Protocol, is an
IETF specification describing how to use SIP and related PKI
services to authenticate and authorize users.

InCharge Systems, a start-up company whose product
implements RFC 4474 asked the lab to partner with them to
characterize the behavior and performance of their current
product and to develop and test future versions.
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Case 2: Authentication and Authorization
Standards based AAA to support SIP peering

Project work includes:

Calculation of the “performance cost” sustained when using
this solution;

Integration of the solution into a lab test bed,;

Development work to port the application to various IP PBXes
and Proxies;

Installation of the solution on virtual machines and
characterization tests of the routing, address resolution and
performance parameters when calls are placed over a multi-
tiered hierarchy of DNS domains

Lab records and experiences can be used to create a set of
recommendations and best practices related to the
architectures and configurations that most efficiently and
securely implement the IETF specification.
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Case 3: SIP.edu

Missing operations standards and best practices

Subject of Investigation: Service Architectures
Lab Activity: Installation
State of standards: Standard exists

SIP.edu is a project of Internet2 that enables university
communities to use SIP addresses based on their emalil
addresses for direct IP-based telephone service between
their respective campus networks.

Thus a member of the [IT community can have a SIP.edu
address sip:NAME @iit.edu.

Voice over IIT is a SIP-based telephone service run by the
VolIP lab and serving the IIT community.

Users of the Voice over IIT telephone service for example,
currently are able to use SIP addresses of the form ‘sip:
NAME@sip.iit.edu’, since the lab controls the sip.iit.edu
domain but not of the iit.edu domain.
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Case 3: SIP.edu

Missing operations standards and best practices

The goal of this project was to make the VollT community
part of the SIP.edu community.

Unfortunately, the university’s network policy prevents the lab
from using the SIP.edu prescribed format, ‘sip:
NAME@iit.edu.’

[IT’s network administration correctly recognizes the need to
study the environmental impact of the transition to the
SIP.edu system, and without such a study is unwilling to
provide the DNS support needed.

The existence of an Operations Guideline or Best Practice
would have reduced the complexity of the [T network
administrators’ job and might the adoption of this method for
bridging islands of VoIP service.

Such a specification would be an important step to bridging
islands of VolP service.
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Case 4: Placing IMS Network Elements

An optimization problem

Subject of Investigation: Service Architectures

Lab Activity: Testing — empirical — for comparison with
simulations

State of standards: None

This project is jointly undertaken with colleagues at University
of Connecticut and at Alcatel-Lucent.

The goal is to study which elements of the IMS architecture
can be optimally grouped into a single device or platform and
which are best left to run separately.

An IMS test bed is set up in the lab, and its performance is
measured when the four key IMS components are running in
different combinations on difference physical devices.

These results are compared with our colleagues simulations
and the results of empirical testing fed back to improve their
model.
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Case 5: Diameter testing for IMS
Conformance and Interoperability

Subject of Investigation: Testing

Lab Activity: Test appliance development; test plan, test
cases and automation

State of standards: Diameter Standards exist

The test plan — and test case development were proposed by
the IMS/NGN Forum. The automation and remote access
harness were the initiated by the IIT Team.

The Team first wrote the test plan and the test cases for
testing the compliance of an IMS element with the Diameter
base protocol. These were discussed, amended and adopted
by the IMS/NGN Forum'’s Diameter Working Group.

Currently we are building a web interface connected to a test
engine based on the Seagull open source Diameter test tool
and using the FIT and Fitnesse development tools.

Carol Davids © 2009

24



Case 6: NG 911

Interoperability

Subject of Investigation: Interoperability
Lab Activity: Test
State of standards: NENA (i3) and IETF (LoST) exist

The goal of the project is to be a partner in the NENA
interoperability testing process called ICE or Industry
Collaboration Event.

The first ICE event, similar to the Plugfests that are
sponsored by the SIP Forum and the IMS/NGN Forum, will
be held in early November.

The Texas A&M lab is hosting this event. Industry
participants will provide all the network elements in the plug
fest so there is no need for the university labs to “fill in”
missing elements.

Results of plug fests are intended for the internal use of the
industry participants and are not published. They are used to
inform the subsequent development of the participating
products.
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Case 7: N11

Application Development; requirement and specificat ion development

Subject of Investigation: Application development
Lab Activity: Service definition and delivery
State of standards: No specification

The goal of the project is to develop the requirements and
specifications that will enable the delivery of N11 services
(311, 711, for example) over IP networks.

Representatives of NENA requested the support of the lab
and our students and mentors to apply the methods
developed in the i3 specifications to the delivery of non-
emergency health and human services over IP networks.

This work in its first stages will explore the needs and
requirements of the various N11 services and analyze the
differences between their delivery and the delivery of 911
services and consequent differences in necessary
specifications.
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Case 8: Performance Benchmarking
SIP-enabled carrier grade application layer gateway  /firewall

Subject of Investigation: SIP-enabled Security Appliance
Lab Activity: Testing — performance
State of standards: Under development

The company’s goal was to identify the performance ‘knee’ of
one of their products, a carrier grade IP router and application
layer gateway.

For this purpose the router was embedded in a test harness

in the lab and load runs, intense enough to cause the system

to begin to drop calls, were generated and run through the
system.

Necessary for the completion of this work was a set of
metrics and parameters that could be used to configure the
test bed and to quantify the performance of the system.
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Case 8: Performance Benchmarking
SIP-enabled carrier grade application layer gateway  /firewall

» The company had developed its own performance
benchmarks, and the student team used these to configure
their test bed and to make their measurements.

» Parallel with this work, two draft proposals were proposed to
the IETF. The drafts describe a set of metrics and the
methods for their collection that describe the performance of
a network device or system that includes the Proxy function
defined in the SIP specification.

» This project also spawned another project related to the
development of an IETF draft that measures end-to-end
performance of SIP-enabled networks.
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Conclusions

VoIP signaling and media protocols are defined, but the
applications, services and the architectures associated with
them are far from complete.

Still needed are specification that define how to:

Use the protocols to create services

Place the functional elements associated with these protocols
into a service architectures, optimized for security,
performance and service quality.

Measure the quality of service and the security of networks
that use the services created by the VolP Protocols.

Manage and operate networks that used the services created
by the VolP Protocols.

Deliver health and human services over these networks.
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Conclusions

The days of the monopoly or government sponsored lab
In which these specifications can be developed are gone.

University labs, including the IIT VolP Research Lab, the
Texas A&M Labs and the IRT Lab at Columbia University
are attracting projects that would in the past have found
support in such labs.

We can become pro-active in the development of the
missing standards by looking for their signature in the
projects that are proposed to us by industry and by
launching new projects that address the creation of those
standards.
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Collaboration Initiatives

SIP Forum sponsors lunch meetings at Spring IETF and
at Summer meeting of IPTComm, inviting university labs
to discuss current projects and find ways to collaborate.

— The labs include Columbia, UHH-IOL, TAMU, Georgia
Tech and IIT.

Texas A&M offers collaboration in ICE 2.
— The labs include TAMU, Columbia and IIT.

IMS/NGN Forum invites IIT to host remote portion of its
upcoming plug fests.
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Web sites of interest

lIT VolP Conference and Expo: http://cpd.iit.edu/voipconference09
SIP Forum: http://www.sipforum.org/

IPTComm: http://iptcomm.org/

IMS/NGN Forum: http://www.imsforum.org/
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Vision of the future
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